Stogursey Parish Council
IT and Email Policy
Introduction
Stogursey Parish Council relies on secure, effective IT, internet and email to support governance, operations and communications.
This policy sets rules for council IT and email use and applies to councillors, the Parish Clerk, and anyone accessing council information or systems. Read it with the council’s Document & Data Policy and any Data Protection/Information Security policies.
Statement of Purpose 
This policy protects council information (confidentiality, integrity and availability), reduces cyber risk, and ensures IT and email are used lawfully, responsibly and efficiently (including devices, networks, software, storage and email accounts).
Acceptable use of IT resources and email
Council IT and email are for official business. Limited personal use is allowed if it is reasonable, infrequent, lawful, and does not affect duties, performance, capacity or security.
Device and software usage
Where needed, the council will provide approved devices, software and applications for council work.
Do not install unauthorized software (including personal software) on council devices.
Data management and security
Store and transmit sensitive council data securely using approved methods. Back up data regularly and dispose of electronic data securely when no longer needed.
Network and internet usage
Use the council network and internet responsibly for official purposes. Do not download or share copyrighted material without authorisation.
Email communication
Council email accounts are for official business. Keep emails professional. Do not send sensitive information unless encrypted. Treat links and attachments with caution; verify the sender to avoid phishing and malware.
Password and account security
Users must keep accounts secure. Use strong passwords, never share them, and change them regularly.
Mobile devices and remote working
Secure council mobile devices with a passcode and/or biometrics. When working remotely, follow the same security standards as in the office.


Email monitoring
The council may monitor email to check compliance with this policy and the law, in line with the Data Protection Act and UK GDPR.
Retention and deletion
Manage retention and deletion of electronic records (including emails) in line with the council’s Document & Data Policy.
Reporting security incidents
Report suspected security incidents (including email issues) to the Parish Clerk immediately.
Training and awareness
The council will provide training and guidance on IT security, privacy, and updates, including email security best practice.
Compliance and consequences
Breaches may result in suspension of IT access and any other action the council considers appropriate.
Policy review
Review this policy annually and update it as needed for technology and security changes.
Contacts
For IT help or enquiries, contact the Parish Clerk.
All users must protect the council’s IT and email systems. Following this policy helps maintain a secure and effective environment that supports the council’s work.
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