STOGURSEY PARISH COUNCIL
Document And Data Management.
Introduction.
Stogursey Parish Council recognises that effective document and data management is needed to meet legal and regulatory obligations and support the efficient running of the Council.
This policy applies to all documents and data created, received, or held by the Parish Council in hard copy or electronic form.
Records are documents and data that support the Parish Council’s business and are kept for a defined period as evidence of transactions and activities. Records may be held in hard copy or electronically. Some records must be kept permanently as part of the Council’s archives for historical research.
This policy sets out how information is managed so the Parish Council meets its legal obligations, including the GDPR requirement to keep data only as long as necessary.
Scope & Responsibilities.
Scope: This policy applies to employees, councillors and volunteers. It covers creating, managing, and retaining electronic and hard copy documents and data, in line with GDPR requirements on retention.
Responsibility: The Parish Clerk is responsible for the overall management and implementation of this policy.
3. Document and Data Control.
All Stogursey Parish Council documents and data are kept in a record-keeping system that allows quick retrieval, as required by data protection legislation. The Clerk files hard copies: electronic records (excluding emails) are stored in cloud-based individual and shared drives.
Email users are responsible for managing their Stogursey Parish Council account, including retrieving messages when requested and deleting emails in line with the retention periods in the Document and Data List.
Documents and data shared externally will be provided as PDF. Draft documents will be marked with a draft watermark.
The Document and Data List set out the Council’s document/data categories, retention periods, format (hard copy/electronic), secure disposal method, and which copy is the master.
When the retention period ends, records will be reviewed to confirm there is no ongoing need to keep them.
Records may be kept beyond the retention period only with Chair and Clerk approval, recorded with justification, and only for as long as needed. They will then be securely destroyed.
After destruction is authorised, records will be securely destroyed as set out in the Document and Data List.
A log will record records destroyed at end of retention and any approved extensions, including final destruction dates.

Personal Data. 
Stogursey Parish Council processes personal data (excluding special category data under GDPR Article 9) on one or more of the following bases:
It is necessary for the performance of a contract, e.g., contract of employment (or services); and/or
It is necessary to comply with any legal obligation; and/or 
It is necessary for the Parish Council’s legitimate interests (or for the legitimate interests of a third party), unless there is a good reason to protect the personal data which overrides those legitimate interests; and/or
It is necessary to protect the vital interests of a data subject or another person; and/or
It is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.
If the Council relies on one of the above bases, consent is not required. Otherwise, the Council must obtain the individual’s consent to process their personal data.
The Council does not routinely process special category personal data (GDPR Article 9). If needed, it will do so on the following basis, in line with legislation:
where it is necessary for reasons for substantial public interest based on law which is proportionate to the aim pursued and which contains appropriate safeguards.
and where is it necessary for archiving purposes in public interest or scientific and historical research purposes. 
Where processing is based on the grounds above, consent is not required. Otherwise, the Council must obtain consent to process special category personal data.
If the Council asks for consent, it will explain why. Consent may be refused or withdrawn at any time.
The Council will not use personal data for a new purpose without telling the individual and stating the legal basis.
Subject access requests. 
Individuals may make a subject access request to Stogursey Parish Council for personal data held about them.
When responding, the Council will tell the requester:
Whether or not their data is processed and if so why, the categories of personal data are concerned and the source of the data if it is not collected from the individual.
To whom any data is or may be disclosed, including recipients located outside the European Economic Area (EEA) and the safeguards that apply to such transfers.
How long is their data stored (or how that period is decided).
Their rights to rectification or erasure of data, or to restrict or object to processing.
Their right to complain to the Information Commissioner if it is considered that the council has failed to comply with the individual’s data protection rights; and
Whether or not the council conducts automated decision-making and the logic involved in any such decision-making.
The Council will also provide a copy of the personal data being processed, normally in electronic form unless agreed otherwise.
A reasonable fee may be charged for additional copies, based on administrative cost.
Requests must be sent to the Clerk of Stogursey Parish Council with proof of identity.
The Council will respond within one month of receipt.
Breach of Information Security. 
Anyone handling Council documents or data must report actual or suspected data protection failures promptly and take immediate steps to reduce impact.
A compliance failure includes transferring data to someone not entitled to receive it, for example:
It includes losing data or theft of information.
Unauthorised use of the Parish Council’s system to process or store data by any person.
attempted unauthorised access to data or information regardless of whether this was successful or not.
On notification, the Council will investigate actual or potential failures, take any required remedial action to prevent recurrence, and record the incident and outcome.
If the incident involves personal data, the registered Data Controller will report it to the ICO within 72 hours.
Review and Monitoring. 
Stogursey Parish Council will produce an annual report to monitor compliance with this policy.
This policy shall be reviewed every two years to ensure that it remains compliant with external legislation.
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